CONCEERDIA

Cyber security cOmpeteNCe fOr Research anD InnovAtion

CONCORDIA In a Nutshell

Objectives, Goals



CONSORTIUM

A42 (+4) Partners
A23 Academia

A23 Industryand
Organisations

16 Millions ECfunding
for 4 years

7/ Millions additionalfundingfrom
nationalauthoritiesandindustry

CONCEERDIA

Cyber security cOmpeteNCe fOr Research anD InnovAtion

iaisons

E SIEMENS

Hl404€

B2
@) CONCORDIA
g

25 TELECOM
o\ Ti\a, sy /o
wecht \_//}3‘,/,{’ o N\ W
Sy U @ nrpus  © ST} Cafineon
@ gwersrt B ({ telenor
Organiza tions SME

emy | eesy:
\\x K Gk | s “Flowmo

TUV I:"=Nsecunet

2 N AUSTRIA CERT

n@e
# XX
Transportation /
E-Mobility




o CO N C RDIA
Objectives (1)

AO1: Positiorihe CONCORDIécosystema CybersecuritfCompetence
Networkwith leadingresearchtechnologyindustrialand public
competencedo buildthe European SecurdRresilientand Trusted
Ecosystemwith the CODEesearchcenterascoordinatorandhub, and
ENISAssecretary

AO2:Usingan open, agileand adaptive governancemodel andprocesses

AO3: Devise aybersecurityroadmapto identify powerful research
paradigmsto do handson experimentalalidation prototypeandsolution
developmentn an agilevayto quicklyidentify successfubut also
unsuccessfybotential productdevelopment

AO4:Developnext-generationcybersecuritysolutionsby takinga holistic
end-to-end data-driven approach

AO5:Scaleup existingresearchandinnovationwith/ h b / h w¥rtudl Qa
lab and services
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Objectives (2)
A06:1dentify marketable solutionsand grow pioneeringtechniques
towardsfully developingtheir transformative potential

AO7:Developsectorspecific(vertical) and crosssector (horizontal)
iIndustrial pilots with building incubators

AO8: Launcl©pen Callso allow entrepreneursandindividualsto stress
their solutionswith the development

AO9: Seup an Advisory Board

A010: Mediatebetweenmultiple communities

AO11:Establistan European EducatioEcosystenfor Cybersecurity
AO12:Provideexpertiseto Europeanpolicy makersand industry
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Ideas

Prototypes, Pilots,
Incubators
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Impact on
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Products
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Strengtheninghe competitivenessand growth

Innovationaskeyof success

Inclusive

Science &
Technological
Innovation

Social
Innovation

Business
Innovation

Integrative
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Datadrlven adaptive Approacto Cybersecurity

Complexdynamlc fastgrowing highlyconnected
G Ly O & Bdérgthing from loTto Cloud




Pilots(1)

Roadmap
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Piloting a DDOS Clearing
House for Europe
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Solution, Services

Products

Technologies

Faundatianal
Research
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Pllots(Z)

ATelecommunication Threatintelligencefor the TelcoSector

AFinance AssessingyberRisks Threatintelligencefor the Finance
Sector

ASecurityof the Echargingnfrastructure
AeHealth Privacyand DataProtectionof Medical Data
ADefence Securityof UnmannedAerial Systems (UAS)

CrossDomain: ThreatIntelligence DDoSClearing House
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Governance (1

European Commission

ENISA European Cybersecurity Council

CONCORDIA
Management Board

Prof. Gabi Dreo Prof. Sotiris loannidis

Prof. Aiko Pras Prof. Ernesto Damiani Prof. Neeraj Suri
Airbus Space and Defence EIT CyberDetect

Industrial Strategy Scientific / Technology
Committee Committee

WP Leaders

Task Leaders

General assembly

Stakeholders:

Industry, SMEs, startups, incubators, accelerators, national and European organizations, public
authorities, research centers, service providers, standardization bodies, ...
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Governance (2)

Key-

CONCORDIA — Governance Processes (Planning — Execution — Controlling — Improvement)

Processes

Supporting Processes

Determin oals Research Integration Management of Management of
ee Roadmap projects J pilots innovations J IP

Management of Research

Quality- and Impact Management

Management of IT infrastructure / Labs / Education / Training

Management of
legal aspects

Management of internal and external communication, Community-building
Management of finance, controlling and risk
Management of personnel

Management of knowledge and knowledge transfer

Management of compliance
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HORLMEIL 2020

DISSEMINATION

Website https://www.concordia-h2020.eu Confluence as Tool for

GitLab as Versioning Tool

CONC@RDI'A*,eCO

cRROLOSVAIR d u s tHaBaRdsotib liccompetences
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Cyber rity cOmpeteNCe fOr

chkoff on January 28; 29" in Munich



