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DDoS examples

Mirai botnet attackers are trying to knock
filine

(ec in 201, and it could spell disaster for dozens of

Mirai botnet: Dyn, OVH
(hosting provider), Krebs
On Security (website),
Deutsche Telecom (ISP)

https://en.wikipedia.org/wiki/2016_Dyn_cyberattack

https://www.zdnet.com/article/mirai-botnet-attack-briefly-knocked-an-entire-country-offline/

Nieuws Sport Uitzendingen TECERERsT
AEX 423km

Na banken nu ook
Belastingdienst en DigiD
slachtoffer DDoS-aanvallen
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DigiD Je eigen inlogcode voor de hele overheid

Home

Handige links
® Wachtwoord vergeten?

® Nieww mobiel n peeven?

® Hersteicade ont

DigiD activeren

Machtiging regelen

Houd uw burgerservicenummer en Lw mobiele telefoon by
de hand. Begin de 2awraag Inloggen Mijn DigiD
Ep—

4 959000 2013 - g is 0p Gt moment miet beschicdaar. Naar verwachting kunt u
weer van Dig. voor het ongemak.

» s uw computersysteem geschikt voor Digi0?

Digid Waar u kunt inloggen
Met uw persconigie DigiD (een gebruikersnaam U kunt uw Digi0 gebruiken by ruim S00
en wachtwoord) kunt u zich ontiiceren op organisaties

websites van de overhesd en van organisaties die

undefined anp

De golf van DDoS-aanvallen op Nederlandse instellingen houdt aan. Vandaag is
de Belastingdienst tweemaal getroffen, en sinds 15.45 uur heeft ook DigiD last
van een DDoS-aanval waardoor de site slecht bereikbaar is.

Volgens een woordvoerder van DigiD "gebeurt een aanval wel vaker, maar dit is
wel zwaar". Er wordt hard gewerkt aan een oplossing. Hoelang dat nog gaat
duren, kan de woordvoerder niet zeggen.

January 2018
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A few DDoS trends

* Volume at 1+ Tbps, likely going up (e.g., GitHub 1.3 Tbps)
 Many widely distributed sources (Mirai 600K, Hajime 400K)

* High propagate rates (e.g., Mirai from 42K to 71K bots in 1 hour)
* Complex traffic (e.g., bot churn, volumetric/TCP state exhaustion)
 Easier to launch through booters/stressers (Mirai)

* Reflection attacks possible (e.g., Mirai and Reaper botnets)
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DDoS clearing house concept

}“ = operations team
e Continuous and automatic sharing
of “DDoS fingerprints” buys
providers time (proactive)

Next target:
SP1 &

* Extends DDoS protection services &
that critical service providers use
and does not replace them

DDoS =
attack A:

= FP(A)

Clearing
House

DDoS
sources

]

* |Improves attribution, allowing for Next target: 9
better prosecution and increased Yo,
deterrent effects >
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DDoS Protection
Group
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DDoS fingerprints = summary of DDoS traffic

{
"multivector_key": "fa0a8f21a1816a6531acb543743124ec",

* ExampleS: source IP addresses’ "key": "fa0a8f21a1816a6531acb543743124ec",

port numbers, protocol type, no
victim IP addresses

Optional: PCAPs, device-specific
packet filter rules, suspected
type of DDoS attack (e.g., Mirai)

Created from network
measurements (e.g., PCAP,
Netflow, IPFIX, sFlow, Logfile)

"src_ips": [

"109.26.226.136",
]

"dst_ports": [80],

"src_ports": [123 ],

"ip_protocol": "17",

"service": "NTP",

"additional": {"ntp_reqcode": 42 },

"total_src_ips": 1798,

"total_packets": 2387741,
"duration_sec": 120.32017302513123,
"start_time": "2014-12-22 11:12:56",
"avg_bps": 9545941.59169052,
"avg_pps": 19844.893337223457,
"start_timestamp": 1419243176.663222

Source: [Conrads]
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Clearing house architecture (draft)

DDoS ha dlg«‘lfrmat n layer

* Key component: DDoS dissector

* Sharing within and across providers
through fingerprint databases

DDoS attacks A
(now) and B
(historic)

* OPS teams in control
— QOutgoing: filtering of fingerprints

— Incoming: writing and installing
filtering rules based on fingerprints

https://github.com/ddos-clearing-house

DDoS Clearing House

SP1 (receiver)

o’

SP2 (sender)
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Pilot in the Netherlands

e Joint effort 10 different orgs (including 3 CONCORDIA partners)
* |teration 1: set up full “fingerprint sharing cycle” (tech + legal)

* |teration N>1: iteratively improve clearing house
— Improve Dissector (e.g., add APl and signing of fingerprints)
— Optionally add more partners
— Update data sharing agreement
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Status NL pilot

* Inter-domain DDoS-DB running at SIDN Labs

e Key challenge: data sharing agreement clearing house
— Draft available, developed by KPN and SIDN
— Legal folks finalizing loose ends
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lteration 1 data sharing agreement

 Requirement #1: simple
— Minimal # topics (e.g., objective, liability, security, Pll, governance)
— DDoS fingerprints only include metadata for now, no PCAPs
— Fixed but extensible duration of 6 months

 Requirement #2: scalable
— Parties: SIDN (DDoS-DB operator) and KPN (test member)
— KPN as "more complex” partner (larger company, regulation)
— Translate to English for use in CONCORDIA
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Broader view: Dutch anti-DDoS coalition

Objective: further improve the protection of Dutch critical services by sharing
expertise, experiences, and operational data on DDoS attacks

% ISPs

XSPs

IXPs
>
Banks
.nl registry
Reinforced DDoS
resilience of Dutch gk NCSC-NL

critical services

Gov’t agencies

University of Twente
Working groups:

¢ Clearing house
Emergency exercises
Outreach

Ground rules and incident response
Sustainable collaboration NBIP-NaWas

Dutch Continuity Board

NoMoreDDoS

coNc@RrDIA



Cyber security cOmpeteNCe fOr Research anD InnovAtion CONC@RD!_A

Lessons learned in NL so far

* QOverall observations
— Need for a DDoS clearing house widely acknowledged
— Other gaps: DDoS exercises and sharing experience and expertise
— Personal trust has been key at this stage

e Data sharing agreement
— Close collaboration between legal and tech from the start is a must
— Provide guidance for legal experts on concept of DDoS fingerprints
— Legal uncertainty may lead to conservatism (cf. [daSilva])
— Find level of simplicity and scalability that matches pilot iteration



Cyber security cOmpeteNCe fOr Research anD InnovAtion CONC@RD"‘:

Partners in NL

@ @ kpn PGLITIE m

Betaalvereniging

. [ Nederland UNIVERSITY
{ i ot andSeariy A OF TWENTE.

The Interconnect Exchange
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Q.
k P Stichting
P Agentschap Telecom @ D|gd|talle|r:jfrastructuur
Ministerie van Economische Zaken Nederlan

en Klimaat

?&‘?&_ Belastingdienst vodafone o [Z_lggo

Plus NoMoreDDoS and Dutch Continuity Board

SIDN, SURFnet, and the University of Twente were partly funded by the European Union’s Horizon
2020 Research and Innovation program under Grant Agreement No 830927.
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Proposed next steps T3.2

Pilot NL: finalize data sharing agreement, request NL partners to sign,
share via DDoS-DB at SIDN Labs, start improving the software

Research: set up DDoS-DB for T3.2, request T3.2 partners to sign data
sharing agreement, start sharing fingerprints, run experiments (e.g.,
clustering of fingerprints, rule generation) and write the cookbook

Feed research results back into the NL pilot as well as into IT pilot

Partners: SIDN, SURF, Tl, UT, CODE, UZH, Ericsson

CONCERDIA
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Contact

Research Institute CODE
Carl-Wery-Stralle 22
81739 Munich
Germany

contact@concordia-h2020.eu
Follow us Q&A

&

www.concordia-h2020.eu Cr‘|st|an Hesselman (T3.2 Iead)
(v cristian.hesselman@sidn.nl
www.twitter.com/concordiah2020 @ h esse | ma

(£ +31 625078733

www.facebook.com/concordia.eu

mTM

www.linkedin.com/in/concordia-h2020

www.instagram.com/concordiah2020.eu
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