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The Need for Cybersecurity Professionals
• xxx

Τhreats relating to Cybersecurity 
are identifies as an emerging and 
persistent issue

Executive Perspectives on Top Risks 2019 and 2020, Protiviti (Protiviti, 
2019)
The Global Risks Report 2019, World Economic Forum (World Economic 
Forum, 2019)
Ninth Annual Cost of Cybercrime Study, Accenture (Accenture, 2019)
Strategies for Building and Growing Strong Cybersecurity Teams, (ISC)2 
cybersecurity workforce study, 2019, (ISC)2, ((ISC)2, 2019)
State of Cybersecurity 2019 & 2020, ISACA (ISACA, 2020)
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Is there a Cybersecurity Skills Gap?
• Enterprises are still short-staffed in cybersecurity, struggle to find sufficient talent 

for open positions and expect their cybersecurity budgets to grow. Efforts to 
increase the number of women in cybersecurity roles progressed slightly, and more 
enterprises established gender diversity programs.

• A shortage in the global cybersecurity workforce continues to be a problem for 
companies in all industries and of all sizes. In fact, this shortage remains the number 
one job concern for those working in the field. That’s not surprising given that 2018 
was “the year of the megabreach.”

Strategies for Building and Growing Strong Cybersecurity Teams, (ISC)2 cybersecurity workforce study, 2019, (ISC)2, ((ISC)2, 2019)
(ISC)² Cybersecurity Workforce Study in 2018, (ISC)2 ((ISC)2, 2018)
State of Cybersecurity 2019 & 2020, ISACA (ISACA, 2020)
2017 Global Information Security Workforce Study, Benchmarking Workforce Capacity and Response to Cyber Risk, Frost & Sullivan, Centre for Cybersecurity Studies, 2017 (Frost & Sullivan, 2017).
Cloud Computing, Cyber Security and Green IT. The impact on e-Skills requirements” Final Report (Danish Technological Institute and Fraunhofer, 2012).
Skills Panorama (CEDEFOP, 2018)
ICT professionals: skills opportunities and challenges (2019 update) (CEDEFOP, 2019)
WG5 ANALYSIS Information and Cyber Security Professional Certification Task Force (EHR4CYBER), ECSO (ECSO, 2020)
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The European e-Competence Framework (e-CF)

The European Norm (EN) 16234-1 European e-Competence Framework (e-CF) provides 
a reference of 41 competences as applied at the Information and Communication 
Technology (ICT) workplace, using a common language for competences, skills, 
knowledge and proficiency levels that can be understood across Europe.
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European ICT Professional Role Profiles 
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ESCO (European Skills, Competences, Qualifications and Occupations) 

is the European multilingual classification of Skills, Competences, 
Qualifications and Occupations.  
ESCO provides descriptions of 2942 occupations and 13.485 skills 
linked to these occupations.
• ICT security administrator
• ICT security consultant
• Chief ICT security officer
• ICT security manager
• Director of compliance and information security in gambling
• ICT security technician
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Cybersecurity Workforce Framework 
(NICE Framework)

The National Initiative for 
Cybersecurity Education (NICE) 
Cybersecurity Workforce Framework 
(NICE Framework) (NIST, 2017) , 
published by the National Institute of 
Standards and Technology (NIST) in 
NIST Special  Publication 800-181, is a 
nationally focused resource that 
establishes a taxonomy and common 
lexicon to describe cybersecurity 
work, and workers, regardless of 
where, or for whom, the work is 
performed .
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ESCOEU 
ICT
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NICE:
1191 Knowledge, Skills and Abilities and 1006 Tasks
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Analysis of the existing Cybersecurity Skills 
Certification Schemes.



CONCORDIACyber security cOmpeteNCe fOr Research anD InnovAtion

Current gaps in Cybersecurity Skills Certification
ICT SECURITY CONSULTANT
ALL SOURCE-COLLECTION REQUIREMENTS MANAGER
CYBER CRIME INVESTIGATOR
CYBER INSTRUCTIONAL CURRICULUM DEVELOPER
CYBER INTEL PLANNER
CYBER OPERATOR
CYBER OPS PLANNER
DATA ANALYST
INFORMATION SYSTEMS SECURITY DEVELOPER
LAW ENFORCEMENT /COUNTERINTELLIGENCE 
FORENSICS ANALYST
MULTI-DISCIPLINED LANGUAGE ANALYST
PARTNER INTEGRATION PLANNER
PRODUCT SUPPORT MANAGER
SECURITY ARCHITECT
SOFTWARE DEVELOPER
SYSTEMS DEVELOPER
TARGET DEVELOPER
TARGET NETWORK ANALYST
THREAT/WARNING ANALYST
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CONCORDIA Skills Certification Framework
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Impartiality Competence

Confidentiality and 
openness Responsibility

Responsiveness to complaints and appeals

Principles
The overall purpose of certification of persons is to recognize an individual's
competence to perform a task or job. It is the responsibility of the granting authority to
ensure that only individuals who have demonstrated the relevant competence are
awarded a certificate.
To provide the optimum value of certification the principles that need to be adhered
are:
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The CONCORDIA Certification Framework

Committee Certification 
Scheme

Examination 
Material

Criteria Methods Templates Storage &
Verification

Candidate Pre-requisites Application Examination Results Certificate
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Examination Mechanism

Theoretical examinations, will focus on the verification of the 
knowledge of the candidate regarding basic terms, definitions, 
rationale, tools, methods and theories. The existence of such 
knowledge is required as a basis before the practical part.

In the practical examinations, secure online (test) environments will 
be used in which subject-related matters can be simulated and 
where the chance of fraudulent acts by the students is kept to a 
minimum. [Usage of Cyberranges]



CONCORDIACyber security cOmpeteNCe fOr Research anD InnovAtion

Blockchain as a tool
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Contact

Research Institute CODE
Carl-Wery-Straße 22

81739 Munich
Germany

contact@concordia-h2020.eu

Follow us

www.concordia-h2020.eu

www.twitter.com/concordiah2020

www.facebook.com/concordia.eu

TM

www.linkedin.com/in/concordia-h2020

www.instagram.com/concordiah2020.eu

Thank
You !


