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Executive Summary

Future global market-dominant products and services will likely be located
in the digital world, in cyberspace, or at least interact strongly with it. Cy-
bersecurity is the pillar of the digital society and the guarantee of trust and
cooperation. Therefore, cybersecurity and its roadmap cannot be analysed
only from a technological perspective. When discussing the cybersecurity
roadmap, it is necessary to take a holistic approach having in mind the global
aim of European digital sovereignty.

With this context, deliverable D4.4 provides the following:

Development of a holistic approach on the definition and scope of
the Cybersecurity Roadmap for Europe by taking an end-to-end data
centric view on security considered over the complete systems chain.

The identification of the six holistic dimensions of observation, namely
(i) Research and Innovation, (ii) Education and Skills, (iii) Legal and
Policy, (iv) Economics and Investments, (v) Certification and Standard-
ization and (vi) Community Building. It is not enough to focus only on
the technological aspects (i.e., technological sovereignty) but has to
keep in mind the other dimensions and the interdependencies between
them. For example, research and innovation can only be achieved with
strong digital competencies (i.e., education and skills dimension) and
investments (i.e., economics and investments dimension).

Prioritizing the recommendations of the roadmaps on the time scale
from short-term (next 2-3 years), mid-term (>2025), and long-term
(>2030).

Incorporating summarized feedback from the security community over:

» Discussions with the pilots CyberSec4Europe, ECHO and SPAR-
TA, alongside ECSO and the EC JRC Atlas team to develop a
consolidated inter-pilot view on Cybersecurity considerations
and priorities.

» Discussions with the broader Cybersecurity stakeholder com-
munity to recognize their priorities across the CONCORDIA
recommendations.

With the full roadmapping details provided in deliverable D4.4, the current
document provides 1-page summary snapshots of each of the dimensions
covered in the roadmap.
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Introducti

Deliverable D4.4 addresses the outcome of task T4.4, which is devoted to
the specification of a ‘Cybersecurity Roadmap for Europe by CONCORDIA.

As described in the DoA, CONCORDIA is committed to following a holistic
approach in the development of the Cybersecurity Roadmap for Europe by
CONCORDIA with the focus on building, achieving, and sustaining Europe-
an Digital Sovereignty. A holistic approach requires analysing the goal from
various dimensions. CONCORDIA identifies six dimensions as (i) Research
and Innovation, (ii) Education and Skills, (iii) Legal and Policy, (iv) Economics
and Investments, (v) Certification and Standardization, and (vi) Community
Building. To precisely address the specifics of each dimension, a separate
roadmap is developed within each dimension. Since the dimensions are
interconnected, so are the roadmaps, too.

Furthermore, where digital technology, systems, and services are growing at
an unprecedented rate, the global COVID-19 pandemic has further accelerat-
ed their adoption in the European Union and all across the globe - sometimes
up to more than 1.000% increase -, further unbalancing digital sovereignty (as
also confirmed in the ENISA Threat Landscape 2020, published in October
2020), including without limitations adding to a rise of digital feudalism and
decrease of wealth distribution. In addition, digital sovereignty is analysed
from other perspectives such as sustainability and green technologies. Also,
in this context, the need to bolster digital sovereignty is further underscored.

The general aim of this Roadmap is to both identify and jointly work to ad-
dressing, mitigating (and even resolving) the challenges regarding European
digital sovereignty while identifying and joining European brainpower and
forces to build, boost and amplify the gains of (the road towards) building,
achieving and sustaining European digital sovereignty. As this is a dynamic,
ever-changing and expanding dimension that affects almost everything, this
current release of the Roadmap can be deemed to be a rolling release, with
its current state of play as per December 2022.

Addressing European digital sovereignty only from a technological viewpoint
and addressing just technological sovereignty is too narrow. For once, as
technological sovereignty cannot be achieved or sustained by state of the art
or cutting-edge technology itself, it will be dependent and interdependent on
other aspects. For an appropriate understanding of European digital sover-
eignty, a holistic approach needs to be taken that embraces various different
aspects. CONCORDIA follows this and takes a holistic view in developing
the roadmaps to reach the aim of European digital sovereignty. Thus, in this
Roadmap, we have several ‘sub- 'roadmaps or ‘mini’-roadmaps that address
specific dimensions and other aspects, and which are dependent on each
other.

concordia-h2020.eu 8
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CONCORDIA has identified the following six dimensions (Figure 1) to project
a holistic view of European digital sovereignty.

* Research and Innovation

* Education and Skills

* Economics and Investments

* Legal and Policy

» Certification and Standardization

* Community Building

Community
Building

Research
& Innovation

Education
& Skills

Legal
& Policy

Community
Building

Certification
& Standard-
ization

Figure 1: The CONCORDIA dimensions

Research and Innovation address the aspect of technological sovereignty.
Education and Skills refer to the necessity to build IT and cybersecurity
competences. Legal and Policy focus on regulation and legal aspects and
strategies. Developing new digital value models, business models, and at-
tracting investments are discussed in Economics and Investments. C er-
tification and Standardization are playing an important role in the Euro-
pean cybersecurity certification framework for ICT products, services, and
processes, and are addressed in this dimension. The Community Building
dimension addresses the need to overcome the fragmentation in Europe and
interconnect various stakeholders. Building digital ecosystems, interconnect
different stakeholders, and with this establishing trust and cooperation is the
European way to build European digital sovereignty, and not be sandwiched
between US and China. The identified six dimensions are not independent of
each other. Each is intertwined with the other. For example, Research and
Innovation addressing technological sovereignty can only be successful if
competences (the Education and Skills dimension) are addressed as well.

The current document captures summary takeaways for each of the dimen-
sions starting with an analysis of the threat landscape. For fuller details, the
reader is referred to deliverable D4.4.
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Threat Landscape

Conscious use of social networks, safety

Insider threat protection, DDoS protection, of digital twins, and consider the complexity
adoption and protection of Cloud-native of the environment, including its security
technologies countermeasures

Protection of network and edge devices,
protection of Al-related artifacts and from
Al-based weapons

The ICT landscape has been revolutionized in the last decade by the intro-
duction of cloud and edge computing, new networking technologies, and
artificial intelligence, to name some of the main disruptive innovations. At the
same time, it is increasingly challenging for organizations to secure their sys-
tems, since traditional protection measures based on perimetral security have
proven to be inadequate. The shift to remote work forced by the Pandemic
enlarged the IT perimeter to workers’ personal devices, and malicious threat
actors quickly took advantage of this, exploiting social engineering and the
software supply chain to mount attacks. It comes with no surprise that hu-
man factor and software supply chain are the most challenging aspects to
manage from a security point of view. To make things worse, organizations
still suffer from long-standing issues, such as the lack of skills.

The CONCORDIA threat landscape provides a fine-grained mapping between
assets, threats, gaps, countermeasures, and research actions, according to
6 domains: device/IoT (focused on modern systems based on IoT and edge
devices), network (focused on interconnections providing data transport),
system (focused on cloud and virtualized systems, including operating sys-
tems), data (focused on the management and protection of data at all layers of
system, including Big Data), application (focused on software and programs,
including dependency management, supply chain, services and their life
cycle management), and user (focused on issues pertaining users, such as
privacy, social networks, and identity management).

One of the most important challenges sits at the confluence of artificial in-
telligence (AI) and network perimeter-less security. Zero-trust security is a
novel security management paradigm, more suited to the modern scenarios
characterized by a high mobility of users, where the notion of security pe-
rimeter is no longer relevant. In zero-trust security, devices, applications, and
users, are untrusted by default, and they have to always and continuously be
authenticated, authorized, and validated. Al plays a pivotal role in zero-trust

concordia-h2020.eu 10
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security, for instance, in continuous user authentication. However, the practi-
cal implications and operational challenges remain to be fully understood. It
is in fact well-known that AI brings new threats by itself, since Al models can
be attacked in peculiar ways (such as model poisoning and model inference).
Furthermore, AI models can be a source of threats themselves. Notoriously,
an Al model trained on a biased dataset may introduce discrimination and
violate the law. It is therefore fundamental to be (at least) aware of the novel
challenges posed.

A proper recommendation roadmap must consider short and long-term goals.
First, organizations should consider the long-standing issues and consciously
move to cloud-native technologies. In the end, organizations should account
for Al and its interplay with users and the environment. The summary of
recommendations considering the threat landscape are shown herein, with
the details available in deliverable D4.4.
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Roadmap for
Research
and Innovation

Transparency in the Software Supply Chain
Secure IoT Device Updates

Device Identification and Assessment Mecha-
nisms

Trustworthy DNS Resolver Infrastructures
DDoS Protection Services

Embedded Operating Systems using Hardware
Security

Microkernel Isolation and Virtualization Mech-
anisms

Open Secure Processor and Hardware Designs
Postquantum Cryptography on Constrained
Devices

Open Networking: The Responsible Internet

Continuous Re-certification with Open
Hard- and Software

Network Assurance and Certification
Adversarial Al Attacks and Countermeasures
Explainable Security Deep Analysis

Malware Detection and Analysis
EU-Controlled Cloud Infrastructures
Securing Data and Software in Distributed

Clouds

Fighting Disinformation in Europe
Data Ownership and Data Privacy

Midterm

Long
Term

Smart Technologies

Monitoring and Data Collection Infrastructure
(Data Lakes)

Quantum Technologies

Service Dependency Roadmap
Inter-Networking in the Future

Dynamic Attribute-based Digital Identity
Management

The research and innovation roadmap targets three pillars of digital sover-
eignty of Europe, namely that Europe should have the means to design and
manufacture current and future computers, the European citizens should be
able to trust that their data will be stored on cloud servers operating under
EU legislation, and that Europe provides secure connectivity where data will
be exchanged over a responsible Internet. The roadmap describes a total of
25 research and innovation challenges.

Key innovation challenges related to device security are trustworthy hard-
ware and firmware as well as assessment techniques that can verify the au-
thenticity and integrity of devices. Embedded device security mechanisms
play a special role given the importance of embedded systems in the indus-
trial sector. Network security research challenges center around the concept
of a responsible Internet as well as novel attack prevention schemes and the
collection of monitoring data in so-called data lakes.

The research challenges identified for software and system security address
quantum technologies as well as attacks on artificial intelligence systems
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and counter measures and explainable security services. More traditional
topics like malware detection and analysis and service dependency analysis
will remain relevant. In the context of data and application security, the de-
velopment of European secure cloud infrastructure is of direct importance.
The same holds for the development of techniques that can secure data
and software in distributed computing environments. The security aspects
of inter-networked smart technologies pose a more longer-term research
challenge.

Finally, at the user security level, fighting disinformation in Europe is a key
short-term challenge as well as the protection of data ownership and data
privacy. The development of decentralized identifiers is a more medium-term
innovation challenge.

The summary recommendations are illustrated herein with the details avail-
able in deliverable D4.4.
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Roadmap for
Education and Skills
for Cybersecurity
Professionals

A comprehensive European skills framework

for Cybersecurity (R2)

Mapping existing courses for professionals by

structuring the information based on the skills

framework and applying the terminology (R1)

Guidelines for course co-design and co-devel-

opment with the target industry (R5) Develop a Cybersecurity culture (R3)
Develop courses targeting non-traditional

industries (R4)

European label for courses for professionals (R8)

Short
Term .
Midterm EN as connecting language for online
Cybersecurity courses (R6)
The design of a Cybersecurity skills certifica- Cybersecurity skills for company insurance
tion framework that will incorporate the best policy (R9)

practices of international standards (R7)
Design a self-assessment tool for Cybersecurity
skills (R7)

Building the Cybersecurity skills readiness
radar (R10)

Increase opportunities for Women in Cyber
(R11)

Cybersecurity as a concept in an industrial and business environment was
considered in the past as an after-thought of the design and operation of
the Informational Technology systems process. This had to do with the lack
of proper training and security awareness of the business/industrial profes-
sionals involved in such environments. In the light of many cybersecurity
attacks that have sometimes caused disorder at the European and interna-
tional level and produced considerable risks and damages, this attitude has
considerably changed. Besides, industry surveys reveal an increased interest
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in Cybersecurity awareness courses as an untrained staff is the greatest cyber
risk to the business.

The 10 challenges mentioned in the Education chapter of the roadmap are
based on our findings when assessing CONCORDIA’s courses for cybersecu-
rity professionals’ portfolio, on the desk research performed, and the input
collected from the stakeholders. They span between the challenges brought
by the skills gap, which is still persisting, and the challenges generated by
the difficulty of understanding and seeing the training big picture, to issues
generated by the heterogeneity of competencies related terminology, lack
of a cybersecurity culture and the industry gender biased aspect. In view of
addressing these challenges, we are proposing a set of 12 recommendations
to be implemented on short/medium/long term.

For each of the recommendation we suggest under “Who” the main actor(s)
we consider should lead the implementation, and under “Relevance” the ac-
tor(s) impacted/benefiting from the implementation of the recommendation.
The recommendations are straight forward and point towards, between oth-
ers, the needs of mapping the existing offer of trainings in a structured way
by applying an agreed terminology, improving the cyber-aware attitude at
all levels, building and delivering courses and trainings those content is built
on specific needs of the companies while including soft skills and aspects
linked to the economics of cybersecurity.

Other recommendations suggest considering the human factor in cyberse-
curity insurance, increase the opportunities for women in cyber and last but
not least, establish an agile governance model for the European education
ecosystem.
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Roadmap for
Economics

Efficient strategies and wide adoption
of Cybersecurity for all business in

Training and Education key sectors

Human factor is the major factor making The evolving of approaches to understand

business vulnerable. People with different Standards and Law Accomplishment risks and guide better investments in

responsibilities within a company have to be Regulation entities and governments have to be Cybersecurity should converge, together

aware about most common threats facing the aware of the evolving of threats to define and with proper regulations, for the promotion

business. enforce a minimal level of security for business of Cybersecurity as part of every business
offering key services on the market. strategy.

Short m
Term Midterm

Long

U Term

Risk Assessment and Planning
Understanding risks and their associated

costs are key for a better proactive planning of
Cybersecurity in order to reduce the economic
impacts due to possible business disruptions or
data loss.

The economics of cybersecurity started more recently to become a major
pillar for the operations and costs associated with cybersecurity-related
investments. While the demand to provide even stronger security measures
to IT system already deployed in society is very visible in today’s society,
their dedicated importance does clearly vary. The different stakeholders’
expertise, as well as budgets, are required to be taken into consideration
upon evaluating the usefulness of an IT system as a whole or a component.

Due to very high degree of interactions, embedding, and cooperation of IT
systems, the different stakeholders’ expertise, as well as budgets, are required
to be taken into consideration upon evaluating the usefulness of an IT sys-
tem as a whole or a component. The cost barriers of selected stakeholder’s
perceptions are key and need to be identified and measured such that in-
dividual stakeholders will have the chance to determine, at which costs the
demanded level of security may be reachable before the decision on certain
cybersecurity mechanisms has to be taken.
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Therefore, the economics of cybersecurity will pave the path for many steps
to be followed soon, especially to enable an optimization of investment,
installation, maintenance, and operations, and a useful update of costs.
Although CONCORDIA did start this process by determining an approach
for such an analysis, a much broader team of economic experts is required
in very close cooperation with security experts in different industrial and
governmental domains. Such collaboration can develop a more detailed,
formal, and suitable model for determining impacts of implementing tech-
nological options

One of the main challenges for a precise economic analysis of cybersecu-
rity includes Information Asymmetry, which makes it extremely hard to
determine the different information required for a precise assessment of all
cybersecurity costs. Therefore, main economic incentives also have to be
considered to support suitable and privacy-preserving information-sharing
regarding potential and experienced threats to create a strong community.
Also, it is important to see the changing of cybersecurity culture as a long-
term goal, thus, moving beyond the short-term training and education for
cybersecurity awareness. The summary of recommendations considering
cybersecurity economics are shown herein, with the details available in
deliverable D4.4.
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Roadmap for
Investments

Short
Term

Achieving and Sustaining
Digital Sovereignty.

Midterm

Discovery & Feasibility of where and how to

effectively build Digital Sovereignty, start

building those components, and preparing to BUildin.g and initial achievement of Digital
start building other components. Sovereignty.

In order to enhance cybersecurity in the EU, strategic investments in the
right infrastructure, people, resources, skills, financial instruments and struc-
tures to build, achieve and sustain cybersecurity is essential. The chapter
regarding investments in cybersecurity dives into how existing cybersecurity
knowledge, competences and capabilities can be further built upon, double
looped to identify gaps and vulnerabilities which can then be improved and
further amplified to fortify cybersecurity capabilities in the EU. It also aims
at creating a framework for identifying value propositions, business models,
financial models which can be used by organizations, sectors, member states
and the EU and continuously improved in line with evolving market trends.
It also sheds light on other challenges and scenarios that can be looked into
from an investment perspective.

To build, achieve, and sustain European digital sovereignty we need to know
where what, who, how, and when to focus on as described or otherwise
identified in the other chapters of the Cybersecurity Roadmap for Europe
by CONCORDIA. These requires substantial investments in resources, both
in people, knowledge, competencies, skills and funds, as well in all sorts of
hybrid technical, organisational and economical infrastructures.

There is a profound investment gap between the EU and other parts of the
world, due to the fragmented and disorganized public and private invest-
ments across the Europe. This, for instance, leaves no choice for European
cybersecurity ventures but to seek financial support and market opportu-
nities from non-European organisation with all costs including losing the
control over their companies.

The solution is to facilitate investments in the right infrastructure, people,
resources, skills, competencies, financial instruments in order to equip the
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European organisations with the right cybersecurity capabilities that the
European internal market as well as markets outside of the EU are willing to
pay for, and thus, they can grow, scale and succeed as true European cham-
pions in cybersecurity sectors.

However, development of such investments strategies requires proper value
propositions with a dynamic and multi-dimensional perspective. This will
lead to the development of business models that generate return on invest-
ment in line with the appreciated or sought-after values and interest of the
various investor including but not limited to monetary returns, individual
and societal values.

For example, the holistic consideration of return of investment provides the
potential investor with a viable and sustainable ecosystem where the various
returns can cater to and amplify each other. Once the value sensitive busi-
ness models are in place, the next step is mapping and plotting the various
investment opportunities, sectors and capabilities. For instance, there are
many research innovation actions and respectively innovation action proj-
ects in the cybersecurity domain, (co)funded under the various EU Funding
Programmes, past and present, which outcomes are ready to be orchestrated,
marketed and implemented, at local, regional, national and EU-scale.

The summary recommendations are illustrated herein with the details avail-
able in D4. 4.
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Roadmap for
Legal and Policy

Discovery & Feasibility of where and how to
effectively build Digital Sovereignty from the
Legal and Policy perspective, start building
those components, and preparing to start
building other components.

Achieving and Sustaining Digital Sovereign-
ty from a Legal and Policy perspective.

Midterm

Short
Term

Building and initial achievement of Digital Sov-
ereignty from a Legal and Policy perspective.

For organisations in any and every sector in member states, the EU and
around the world, implementing state-of-the-art security, privacy, cy-
ber-physical safety, (personal and non-personal) data protection, cyber
resilience, transparency, and accountability (using both technical and organ-
isational measures) are now a must in this Digital Age. The level of depend-
ability and the level of ever-increasing dynamics justify that and is proven
daily. It is challenging our Digital Sovereignty and our Rule of Law, both on
the European level and member state level.

This leads to many and various challenges to address, risks to mitigate, impact
to avoid, re-organise or otherwise coordinate and orchestrate detrimental
consequences and related responsibility, accountability, liability, and en-
forcement capabilities, as well as renewed or otherwise improved monitoring
and supervising in this Digital Age. While the existing policy instruments of
all sorts, the efficiency of governmental authorities, as well as existing legal
structures, responsibilities, measures, remedies, and other capabilities are
challenged, these are - in an improved, transparent and accountable way - for
sure also part of the solution. The Legal & Policy roadmap recommendations
and related mini-roadmaps addresses these and other challenges, for the
short, mid and long term.

One of the challenges regard the need to create a Trusted Experience Sharing
framework, which would allow European cybersecurity players to share a
great wealth of knowledge, experience, lesson learned, best practices. Fur-
thermore, there is a need of mapping EU cybersecurity products, systems
and services in an expanding and hyperconnected the cybersecurity domain.
To map the existing capacity, both in terms of specific domains and compe-
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tencies, and highlight similarities, synergies and complementarities in the
European space. There is also a need for a more uniform implementation of
cybersecurity standards and regulations across the Union. It is important
that all European member states adopt and implement the same level of sec-
tor-coverage as the other member states, or at least to a certain minimum yet
sufficient level. This also puts on the radar the need for better coordination
for pre-procurement of cybersecurity EU products, systems and services. It
is recommended that a methodology, as well as a common reference model,
that also includes elements regarding data management, performance and
negotiation capabilities is established.

The summary recommendations are illustrated herein with fuller details
available in D4.4.
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Roadmap for
Standardisation
& Certification

Standards related to common terminology,
Collaboration actions to achieve consolidation
of effort and speedier response, Activities to
attract more stakeholders and practitioners

to standardization

Development of standards to support areas
previously not covered e.g., Quantum,
Enhanced collaboration actions to achieve Virtual and Augmented reality, automated
consolidation of effort and speedier response, mobility etc.
Activities to attract more stakeholders and prac-
titioners to standardization

Short
Term

Development of standards to support key
Policy Instruments, Development of assessment
and certification standards.

Midterm

Development of standards to further sup-
port critical infrastructures and essential
Activities to increase awareness regarding service providers

cybersecurity standardization, Development of

interoperability standards and vertical (indus-

try) standards.

Standards can contain terms and definitions, can provide guidelines and
best practices and provide directions and requirements. Standards contain
information collected from a variety of sources and (ideally) through the col-
laboration and consensus of a number of knowledgeable interested parties.

Cybersecurity standardisation is facing challenges like the low awareness
of interested parties regarding standards and the standardisation processes,
the relevant latency in the development of standards, the lack of common
terminology, the lack of recognition and adoption of the standards, which in
turn leads to the implementation of standards by different entities that cover
the same domain and the complete lack of standards in other domains etc.

Activities to increase collaboration between
the interested parties of the Certification
Ecosystem. Development of guidelines and
tools to support accreditation and conformity
assessment in the cybersecurity area, develop
certification schemes to support the EU CSA,
the CRA, the NIS (1) etc.

Short

Develop certification schemes for further
subjects e.g., Shared Lab Infrastructures,
Bitcoin, Autonomous transportation, Quan-
tum, Blockchain, services under the NIS (2)

Develop certification schemes for further sub- .

jects e.g., Computer games, teleconference tools,
distance learning services and tools, security

by design implementations, security by default
implementations, etc.

Term

Midterm

https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act
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In the roadmap deliverable D4.4, 55 activities have been identified which
could help with overcoming the challenges of cybersecurity standardisation.
These activities have been split into short term, midterm and long term and
represented herewith with an associated timeline.

Certification is the third-party attestation related to products, processes,
systems or persons. Certification can apply to a product, process, system,
person or body.

To support the aims of current and future policy instruments, recognized, val-
ue enhancing, safe and secure certification schemes should exist. Currently,
certification faces many challenges with the most prominent ones being: lack
of common recognized certification schemes for ICT products, services and
processes, existence of certification schemes that cover the same subject with
a scope depending on the country, the region, the national legislation or the
private or public organization that has developed them, the lack of common
standards on which to build certification schemes and the lack of methods
and tools to facilitate agile, secure and privacy preserving certification.

In the roadmap deliverable D4.4, 44 activities are identified which could
help with overcoming the challenges of cybersecurity certification. These
activities have been split into short term, midterm and long term and repre-
sented herewith with a recommended timeline. The details are provided in
the deliverable D4.4.
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Roadmap for
Community Building

Discovery & Feasibility of where and how to

effectively build Digital Sovereignty from the Midterm

Community Long

Building perspective, start building those com- Term

ponents, and preparing to start building other

coponents
Building and initial achievement of Digital Sov-
ereignty from a Community Building perspec- Achieving and Sustaining Digital Sovereign-
tive. ty from a Community Building perspective.

If you want to go fast, go alone. If you want to go far, go together’ is a famous
universal wisdom. It is also basically embraced by and embedded in the
Regulation establishing the European Cybersecurity Industrial, Technology
and Research Competence Centre and the Network of National Coordination
Centres (2021/887). However, although the vision and mission are clear, and
everybody agrees that collaboration is essential, the question how to collab-
orate is generally not addressed let alone operationalised.

It becomes evident that the regulation aims to create collaboration in four (4)
domains; (i) Sovereignty & Collaborative Resilience, (ii) Economic Develop-
ment & Competition, (iii) Research & Innovation, and (iv) Education, Skills &
Jobs, which are intertwined as one affects the other - positively respectively
negatively, in the short, mid or long term. -, as one requires the other, and as
one adds to and augments the other.

The community building chapter defines strategies for local, sectorial,
regional, member state, European Union team building, continuous im-
provement and sustainment of European digital sovereignty and the related
intertwined four main domains and respective subdomains.

Getting to know ourselves is the first step for the community building which
leads to building trust, and thereafter add further trust layers on top of that.
Community building is a major challenge for European cybersecurity, as with-
out teamwork one would miss out on a prerequisite success factor. Therefore,
for a strong community the relevant stakeholders’ needs and expectations,
from all perspectives, and in the various phases need to be identified and in
the mid-term the creation of living labs and local, regional, national and (Eu-
ropean) sectorial competence centres to attract diverse ideas and perspectives
to relevant challenges should be considered.
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Cybersecurity is a local, national and cross-border issue of common interest
of the Europe and thus, the EU needs to have a thriving cybersecurity eco-
system, including industrial and research communities. The EU should start
with accepting itself as cybersecurity universe, know what and where our
weakness and strengths are, who we are missing in existing communities,
how to complement and cater for a full spectrum, intertwined, multi-tiered
and multi-layered ecosystem of ecosystems. It should for instance also be
clear and continuously challenged, updated and improved, what such cy-
bersecurity ecosystem and its communities should consist of, and how they
should achieve and sustain future-proof European digital sovereignty.

The summary recommendations are illustrated herein with the details in
deliverable D4.4.
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CONCORDIA Cybersecurity Roadmap for Europe is a complex document.
You can read its full version here. <=

"-n

the Cybersecuﬂfy
Roadmap for Europe!

We created a brand-new tool that you can use for encod-
ing your views. You can shape our roadmap by ranking
challenges and recommendations or creating your ones.
Your input will be valuable to our report on building the
EU's resilience and digital sovereignty.

Have your say!

concordia.monitorboard.nl/roadmap
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