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1. INTRODUCTION

mall and Medium-sized Enterprises (SMEs) are the backbone of the EU’s econ-
omy. They represent 99% of all businesses in the EU and employ around 100 
million people. They also account for more than half of Europe’s GDP and play 
a key role in adding value to all sectors of the EU economy. They serve both as 
enablers for the digital transformation and as a core element of the EU social 
fabric1.

The ENISA Report „Cybersecurity for SMEs“2, provides insights on the rela-
tionship of European SMEs with digital tools and the challenges faced. For 
example, the majority of the European SMEs that participated in the survey, 
use various information services as part of their daily business operations (e.g. 
Teleworking, e-banking, email and communication services) and 85% of the 
organisations have identified cybersecurity as a key concern.

Contrary to a concept that cyber-attacks occur only to large organisations, all 
enterprises can be attacked regardless of their size and stored information. 

Within this report, seven categories of major challenges for SMEs have been 
identified: 

 → low cybersecurity awareness of the personnel, 
 → inadequate protection of critical and sensitive information, 
 → lack of budget, 
 → lack of ICT cybersecurity specialists, 
 → lack of suitable cybersecurity guidelines specific to SMEs, 
 → shadow IT, i.e. shift of work in ICT environment out of SME’s control, 
 → low management support. 

The ENISA Report concludes with recommendations and guidance at a compa-
ny, national and European level. On the other hand, as part of the CONCORDIA 
project Task T4.3, a methodology for cybersecurity planning and investment 
has been proposed, as a way to further assist and guide SMEs regarding cyber-
security. 

1 https://www.enisa.europa.eu/topics/cybersecurity-education/sme_cybersecurity  
 & https://single-market-economy.ec.europa.eu/smes_en
2 https://www.enisa.europa.eu/publications/enisa-report-cybersecurity-for-smes

1.1. PURPOSE OF THIS REPORT

A team comprising of members from Task 4.3 (Economics) and Task 5. 3. (Cer-
tification and Standardisation), took the recommendations of the ENISA 
reports¹,² and sought out to investigate if such guidelines, templates and 
standards exist and whether they are in line with the relevant results of the 
CONCORDIA project. 

The CONCORDIA team, following the methodology presented in Section 1.2, 
analysed existing standards and publications to identify relevant characteristics 
and differences of current literature. Based on that, a set of recommendations 
is provided for the next generation of standards. 

https://www.enisa.europa.eu/topics/cybersecurity-education/sme_cybersecurity
https://single-market-economy.ec.europa.eu/smes_en
https://www.enisa.europa.eu/publications/enisa-report-cybersecurity-for-smes
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1.2. METHODOLOGY

The CONCORDIA project team designed the following methodology, divided 
in two parts, in order to achieve the objectives mentioned in section 1. 1. (Pur-
pose) above.

1.2.1. PART 1: LITERATURE REVIEW
The first part of the methodology, focused on the identification of applicable 
publications (Standards, Certification Schemes, guides or Reports) specific and 
focused on cybersecurity and SMEs. In order to have a basis for comparison, 
regarding the areas covered, the rationale and the magnitude of the SME pub-
lication, during this part, a sample of cybersecurity standards not focused on 
SMEs were also identified. Since the number of this latter category is very big, 
the team decided to only sample some that are recognized internationally. 

1.2.2. PART 2: ANALYSIS OF SELECTED PUBLICATIONS
The second part of the methodology, focused on the analysis of the identified 
publications (from the first part). This analysis aimed on the identification of 
the areas covered by each publication and whether the publications depict dif-
ferent cybersecurity maturity levels. 

The CONCORDIA team went through all of the identified publications, iden-
tified the number and content of the areas covered by each publication and 
recorded the results in a suitable file. 

2. RESULTS AND DISCUSSION

This section presents the results of the results obtained by applying the meth-
odology, thus, showing the findings of the identification and analysis of pub-
lications available for SMEs. Also, the Cybersecurity Technical and Economic 
Approach (CyberTEA) is introduced as contribution of the CONCORDIA project 
to simplify the cybersecurity planning and investment for SMEs.

Identification and Analysis results 

The CONCORDIA team identified 24 distinct publications containing guidelines, 
recommendations and requirements on cybersecurity. 17 of these publications 
were identified as SME specific and 7 as (generic) non SME specific.

Table 1, depicts the list of the identified (by the project team) cybersecurity 
publications containing recommendations, guidelines and requirements main-
ly for SMEs and secondarily in general.

Table 2, depicts the number of cybersecurity recommendations, guidelines and 
requirements areas identified within the publications of Table 1. For each one 
of the publications, the information depicted is: the number of areas covered, if 
the publication is SME specific and the number of levels (from a cybersecurity 
maturity point of view) identified. 
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Table	1:	Identified	cybersecurity	publications

Publication Title Issuing Entity
Year of 
Publi-
cation

Link

Cybersecurity for SMEs - Challenges 
and Recommendations ENISA 2021

https://www.enisa.europa.eu/pub-
lications/enisa-report-cybersecuri-
ty-for-smes

Small Business Guide: Cyber Security National Cyber Security 
Centre (UK) 2020 https://www.ncsc.gov.uk/collection/

small-business-guide

Cyber Security Guide for SME The Centre for Cyber 
Security Belgium 2020 https://ccb.belgium.be/en/document/

guide-sme

SME Guide on Information Security 
Controls

European Digital SME 
Alliance 2022 https://www.digitalsme.eu/digital/up-

loads/SME-ISC-Guide.pdf

Framework for Improving Critical 
Infrastructure Cybersecurity (version 
1. 1.)

National Institute of 
Standards and Technol-
ogy (NIST) 

2018 https://nvlpubs.nist.gov/nistpubs/CSWP/
NIST.CSWP.04162018.pdf

MANUFACTURERS GUIDE TO CY-
BERSECURITY For Small and Medi-
um-Sized Manufacturers

THE MEP NATIONAL 
NETWORK 2019

https://www.nist.gov/system/files/docu-
ments/2019/11/14/mepnn_cybersecuri-
ty_guide_10919-508.pdf

Cyber Guidance for Small Businesses
Cybersecurity & In-
frastructure Security 
Agency (US)

2023 https://www.cisa.gov/cyber-guid-
ance-small-businesses

Cybersecurity for SMEs. Part 1: Cyber-
security Standardisation Essentials. ETSI 2021

https://www.etsi.org/deliver/etsi_tr/1
03700_103799/10378701/01. 01. 01_60/
tr_10378701v010101p.pdf

10 STEPS FOR A CYBERSECURITY-BE-
GINNER SME Cyberwatching.eu 2021

https://cyberwatching.eu/
smes-guides/10-steps-cybersecurity-be-
ginner-sme

Cybersecurity guide for SMEs ENISA 2022
https://gcatoolkit.org/wp-content/
uploads/2022/03/ENISA-Cybersecuri-
ty-guide-for-SMEs-online-single_page.pdf

Cyber Security: Small Business Guide National Cyber Security 
Centre (UK) 2017

https://nbcc.police.uk/images/guidance/
Cyber_Security_-_Small_Business_
Guide_NCSC.pdf

SME Guide on 
Information Security Management: 
the standard ISO27001 made easy for 
SMEs

European Digital SME 
Alliance - Small Busi-
ness Standards

2018

https://www.digitalsme.eu/new-sbs-
guide-information-security-manage-
ment-standard-iso27001-made-easy-
smes/

Cyber Security Planning Guide Federal Communica-
tion Commission 2023 https://www.fcc.gov/cyberplanner

SMALL FIRMS CYBERSECURITY 
GUIDANCE HOW TO CONSUME 
THREAT INFORMATION FROM THE 
FS-ISAC 

FS-ISAC 2017
https://www.sifma.org/wp-content/up-
loads/2017/07/small-firms-cybersecuri-
ty-guide-2017-1.pdf

ISO/IEC 27001:2022
Information security, cybersecurity 
and privacy protection — Information 
security management systems — Re-
quirements

ISO/IEC 2022 https://www.iso.org/standard/82875.html

ISO/IEC 27002:2022
Information security, cybersecurity 
and privacy protection — Information 
security controls

ISO/IEC 2022 https://www.iso.org/standard/75652.html

https://www.enisa.europa.eu/publications/enisa-report-cybersecurity-for-smes
https://www.enisa.europa.eu/publications/enisa-report-cybersecurity-for-smes
https://www.enisa.europa.eu/publications/enisa-report-cybersecurity-for-smes
https://ccb.belgium.be/en/document/guide-sme
https://ccb.belgium.be/en/document/guide-sme
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Publication Title Issuing Entity
Year of 
Publi-
cation

Link

Security and Privacy Controls for In-
formation Systems and Organizations 
(NIST 800-53, Rev.5)

National Institute of 
Standards and Technol-
ogy (NIST) 

2020 https://csrc.nist.gov/publications/detail/
sp/800-53/rev-5/final

Q & A Guide. Promoting Cybersecurity 
for SMEs in Europe

Huawei Technologies 
Co., Ltd, Global Digital 
Foundation, eit Dig
ital

2023

https://www-file.huawei.com/-/media/
corp2020/media-center/pdf/facts/papers/
cybersecurity%20for%20european%20
smes%20a%20huawei%20study.pd-
f?la=en

NISTIR 7621, Revision 1, Small Business 
Information Security: The Fundamentals

National Institute of Stan-
dards and Technology 
(NIST) 

2016 https://nvlpubs.nist.gov/nistpubs/ir/2016/nist.
ir.7621r1.pdf

Cyber Essentials: Requirements for IT 
infrastructure v3. 1. 

Narional Cyber Security 
Centre (UK) 2023

https://www.ncsc.gov.uk/files/Cyber-Es-
sentials-Requirements-for-Infrastruc-
ture-v3-1-January-2023.pdf

KSV1870 Cyber Risk B Rating, Cyber 
TRUST Austria - Label KSÖ 2023 https://cyberrisk-rating.at/cyber-

risk-2023-schema-en.pdf

Portuguese Normative Document - Tech-
nical Specification, DNP TS 4577-1 2021, 
Digital Maturity - Digital Seal. Part 1: 
Cybersecurity

Instituto Portugues da 
Qualidade 2021 Not available online

CIS Controls Center for Internet Securi-
ty (CIS) Controls (USA) 2021 https://www.cisecurity.org/controls

Table	2:	Analysis	results	of	identified	cybersecurity	publications

Publication Title Number of Areas 
Covered

Is SME 
Specific

Number of Lev-
els Identified

Cybersecurity for SMEs - Challenges and Recommendations 18 Yes 1

Small Business Guide: Cyber Security 10 Yes 1

Cyber Security Guide for SME 52 Yes 1

SME Guide on Information Security Controls 35 Yes 1

Framework for Improving Critical Infrastructure Cybersecurity 
(version 1. 1.) 50 No 1

MANUFACTURERS GUIDE TO CYBERSECURITY For Small 
and Medium-Sized Manufacturers 21 Yes 1

Cyber Guidance for Small Businesses 7 Yes 1

Cybersecurity for SMEs. Part 1: Cybersecurity Standardisation 
Essentials. 7 Yes 1

10 STEPS FOR A CYBERSECURITY-BEGINNER SME 14 Yes 1

Cybersecurity guide for SMEs 22 Yes 1

Cyber Security: Small Business Guide 13 Yes 1

SME Guide on 
Information Security Management: the standard ISO27001 made 
easy for SMEs

47 Yes 2

Cyber Security Planning Guide 38 No 1
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Publication Title Number of Areas 
Covered

Is SME 
Specific

Number of Lev-
els Identified

SMALL FIRMS CYBERSECURITY GUIDANCE HOW TO 
CONSUME THREAT INFORMATION FROM THE FS-ISAC 18 Yes 5

ISO/IEC 27001:2022
Information security, cybersecurity and privacy protection — Infor-
mation security management systems — Requirements

60 No 1

ISO/IEC 27002:2022
Information security, cybersecurity and privacy protection — Infor-
mation security controls

49 No 1

Security and Privacy Controls for Information Systems and Organi-
zations (NIST 800-53, Rev.5) 83 No 1

Q & A Guide. Promoting Cybersecurity for SMEs in Europe 17 Yes 1

NISTIR 7621, Revision 1, Small Business Information Security: 
The Fundamentals 27 Yes 1

Cyber Essentials: Requirements for IT infrastructure v3. 1. 11 Yes 1

KSV1870 Cyber Risk B Rating, Cyber TRUST Austria - Label 20 Yes 1 (for SMEs)

Portuguese Normative Document - Technical Specification, DNP 
TS 4577-1 2021, Digital Maturity - Digital Seal. Part 1: Cybersecu-
rity

35 Yes 3

CIS Controls 32 No 3

The analysis of the identified publications revealed, 88 distinct areas. The areas 
include all categories of controls (organizations, technological, physical and 
people) with different range and strength. In some cases, the areas are generic 
(covering the basic level of protection) and in some cases the areas are special-
ized (covering more advanced controls). 

The areas covered by the majority of SME specific publications are highlighted 
in Figure 1. 

Access control
Physical security

Security monitoring
Roles and responsibilities

Encryption
Passwords

Cybersecurity training
Incident…

Secure backups
Network…

Anti-virus
Software…

Employee awarness

0% 10% 20% 30% 40% 50% 60% 70% 80%

Figure	1:	Areas	covered	by	the	majority	of	publications
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As shown, most of the identified SME specific publications focus on basic se-
curity (e.g., employee awareness, software patches, anti-virus, and backups). 
Some of the SME specific publications also focus on technical elements like en-
cryption, security monitoring, and access control. However, none of the stan-
dards analysed explicitly mention economic aspects, such as cost management 
and cyber insurance and only a limited few reference (even at a basic level risk 
management). 

When comparing these results with those of the 7 non SME specific publica-
tions, the following conclusions are deduced:

 → The non SME specific publications cover more areas, and in most cases at 
a different level of detail or level of security.

 → The non SME specific publications identify Risk Assessment, Risk Manage-
ment and Cyber Insurance as mandatory or optional (the latter) controls.

 → The subject of cybersecurity economics is not directly mentioned within 
any of the identified non SME specific publications.

 → The CONCORDIA CyberTEA

CONCORDIA worked on different fronts in order to address some of the gaps 
of cybersecurity planning identified along the project and to satisfy and high-
light requirements not covered by current frameworks and standards. As an 
outcome of CONCORDIA Task T4.3, the CyberTEA approach3 was proposed as 
a methodology for cybersecurity planning and investment that puts cost man-
agement also as a pillar of the definition of a cybersecurity strategy. CyberTEA 
is a five phase-based approach composed by the following phases: 

 → Understanding of business profile, 
 → Risk management, 
 → Cybersecurity requirements, 
 → Cost management, and 
 → Effective deployment. 

CyberTEA shows that there should be a direct correlation between cost and 
benefit, expressed in simple business and economic/financial terms, behind 
the implementation of a cybersecurity strategy of an organization. When this 
methodology is compared to the outcomes of the analysis conducted in Sec-
tion 2, it is possible to identify a set of limitations and challenges still open in 
the current literature. The cybersecurity recommendations, guidelines, and 
requirements for SMEs are formulated as a predetermined one-size-fits-all set 
of controls. The business profile, the complexity or criticality of the services 
of the SMEs or the relevant size and digitization of the SMEs are not taken into 
consideration when deciding upon the controls. Risk assessment is not, in most 
cases, the core tool for decision-making on which controls to apply, and Cost 
management is not utilized to select which solution achieves the required level 
of security within the allocated / available budget.

As described within the CONCORDIA CyberTEA approach3 documentation, for 
a cybersecurity implementation to be successful and adapted to the needs (in-

3 Muriel Franco: CyberTEA: a Technical and Economic Approach for Cybersecurity Planning and Invest-
ment; Universität Zürich, Communication Systems Group, Department of Informatics, Zürich, Switzer-
land, February 2023, Available at: https://figueredofranco.com/static/files/PhD-M-Franco.pdf

https://figueredofranco.com/static/files/PhD-M-Franco.pdf
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cluding technical, economic, and legal) of the organization, all key five phases 
determined by CyberTEA need to be followed even that specific tasks might 
be optional according to the technical expertise and demands of the company. 
The absence of critical phases in the cybersecurity compliance journey of SMEs 
raises serious concerns about whether such approaches are really effective 
or just provide a false sense of security. 

3. CONCLUSIONS  
& RECOMMENDATIONS

Based on the analysis conducted on identified cybersecurity publications, it 
was possible to identify and highlight the big picture of current approaches as 
well as obtain insights about possible further next steps. The findings are sum-
marised as follows:

Most (more than half of the analysed SME specific publications) include the 
following areas within their recommendations: Employee awareness, Software 
patches, Anti-Virus, Network Security (e.g. Firewalls), Secure Backups, incident 
Planning and response procedures and Cybersecurity training. 

Risk Management (even at a basic level) is part of only 24% of the analysed SME 
specific publications. 

Risk Management (even at a basic level) is part of more than 70% of the anal-
ysed non SME specific publications. 

The contents of the SME specific publications are presented as a one size fits 
all solution without (in most cases) taking into consideration the context of the 
organization. 

The economics/cost management subject is not introduced explicitly in any 
of the publications analysed. There is a reference in some cases of the need to 
analyse the organisation, the needs, the objectives, the compliance require-
ments and the information, the implementation of controls following a risk 
assessment process, but there is no concrete information on how economics 
can play a role within this decision making.

It is the opinion of the CONCORDIA project that risk management is a critical 
tool in the identification and customization of the measures/controls to be 
implemented, which is currently being neglected in the case of the analysed 
SME-specific publications and recommendations. It is critical to support com-
panies to invest effectively in cybersecurity, even when in-house technical 
expertise is unavailable. Therefore, different multidisciplinary approaches 
must be considered, including economic models to support cybersecurity 
decision-making. Different guidelines support SMEs in implementing at least 
a basic level of cybersecurity controls. However, there should be a clear indica-
tion that these controls should be an initial step for achieving a cybersecurity 
strategy, which should be reviewed and evolved continuously.

Publications providing cybersecurity recommendations, guidelines, or require-
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ments for SMEs should also include a mandatory step where each organization 
identifies the business context and the criticality of their information and ser-
vices. The results of this step should contribute to the decision of which con-
trols and to what extent should be implemented by the SME. To further assist 
in the identification of possible controls, SME-specific cybersecurity capability 
maturity models could be created. The models could indicate controls of dif-
ferent security strengths based on the SMEs’ needs and thus provide useful 
guidance adapted to the organization’s needs. It should be noted at this point 
that 4 of the 17 identified cybersecurity SME-specific publications incorporate 
multiple (more than 1) levels. However, currently, there is no uniform way or 
concrete indication of when and why an SME should implement which level. 



13


	_Ref130576270
	1.	Introduction
	1.1.	Purpose of this Report
	1.2.	Methodology
	1.2.1.	Part 1: Literature Review
	1.2.2.	Part 2: Analysis of Selected Publications


	2.	Results and Discussion
	3.	Conclusions 
& Recommendations

